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Smarter Intel
Leading to Safer
Communities

Public safety agencies often operate with disconnected, siloed
systems that hinder seamless intelligence sharing across
teams, departments or jurisdictions. This can lead to slow or
delayed investigations, decreased situational awareness and a
reduction in community trust.

The role of criminal intelligence in public safety has changed
significantly in recent years. Compartmentalized criminal
intelligence units have been joined by fusion centers and
regional sharing initiatives. Information availability and
multi-jurisdictional sharing has come to the fore, with the
expectation that intelligence will be received, evaluated and
acted upon rapidly. With the overwhelming volumes of data,
agencies need to manage intelligence in accordance with
prevailing guidelines and requirements to continue to deliver

fast and just outcomes to their communities.
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Versaterm Opsintel
for Criminal
Intelligence

Purpose Built Criminal Intelligence Software

Supporting today’s criminal intelligence requirements, the
Versaterm OpslIntel for Criminal Intelligence software program
is a cloud-based, intelligence submission solution that provides
investigative and analytical support, while helping to meet
government guidelines and requirements. Support for
operations policies outlined in the United States Department
of Justice DOJ CFR 28 Part 23 is essential.

With intelligence submission being the focal point of the
solution, Versaterm OpsIntel for Criminal Intelligence
empowers agencies with a secure, comprehensive platform.
The solution helps agencies uphold the standards of receiving,
reviewing and acting upon intelligence rapidly to continue to

serve and protect the community.



Intel Submission Module

Included Modules:

Intel Submission Module
Documents the suspicion of
people (subjects), groups and

®

businesses
O (O People List
@) O (D Viewand administer
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intelligence subjects

Vehicle List

Document vehicles reasonably
suspected to be involved in
criminal activity

Discussion Board Module
Enhance information sharing
through a variety of Activity
Reports



ltem Level Permissions

and Access Control

Support criminal intelligence investigators and analysts in
managing critical data while ensuring compliance with 28 CFR
Part 23 and CJIS Standards.
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Criminal Intelligence
Life-Cycle

Manage intelligence life-cycle
fundamentals including
source reliability, assessment,
assignment, corroboration,
review and purge
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Retention Scheduling
and Purging
Customized retention
schedules and expiration
review for items to be
purged and ensure that all
information is validated

Usage and Audit Trails
Authorized personnel can
track and document what

information was accessed,
printed or shared



Tasks and Reporting

Allow users to be notified of actions needed on submissions.
Generate reports including dissemination and retention or purge logs.
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Meet Submission Criteria
Submission may or may not be
confirmed and retention and
evaluation criteria are stored
with each submission

Internal Compliance Audits
Robust background audit logging
of system access, change and
purge activity

G

Scheduled, Periodic Reviews
Record retention, assessment and
follow-up management to ensure
data is validated

Intelligence Information
Search

Ability to search through PDFs
or other document text for
important information



Holding Bin Area

Allocated agency personnel easily review and approve new

submissions before they are visible in the system.
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Data Management
Centralized intelligence
platform with streamlined
review and robust audit trail

Data Collection

Ensure each submission is
appropriate for inclusion,
they must meet "reasonable
suspicion” requirements

Effective Information
Sharing

Mandatory entry field and
comprehensive features to
support the review and
purge process



Access Control

and Audit Logs

Ensure secure access and comprehensive activity tracking

within the system.

Authorized Users
Accessible only to
authorized agencies or
individuals governed by a
“Need to Know” and “Right
to Know” basis

Secure Sign-On
Multi-factor authentication
with complete logging of
dissemination events and
access logs

Security is Key
Track all actions taken
regarding an intel
submission along with
reason for action



Retention Periods and

Approval for Purge

Purge and review dates of entries are updated via an automatic
background process to reflect the retention criteria.

>

Scheduled, Periodic Retention Policy Connect the Dots
Reviews Purge dates are assigned Linked items will inherit
Review, validate and when new submissions the updated purge date
approve items for purge to are entered when the primary item

improve data management is extended



Solution Workflow

Data Collection Data Storage .

Sources: - Secure, encrypted databased
Law enforcement reports - Role-based access control
Surveillance data - Retention policy:

Informant tips o 5years max

Public records unless revalidated
Compliance: Must meet “Reasonable Suspicion”
requirements. Data must be relevant to

criminal conduct or activity.

Data Evaluation & Validation @\ Access Control @

Analysts review with existing Governed by “Need to Know” and

intelligence “Right to Know” basis

Cross check for duplication - Authorized users only
Check criteria for criminal intelligence - Audit trails for access logs
relevance and ensure it meets - Multi-factor authentication

submission criteria before inclusion.

Dissemination @ Review, Purge & Audit

Only to authorized agencies - Scheduled, periodic reviews

or individuals and validations
Logging of dissemination events - Purge outdated or invalid data

Internal audits for compliance




versaterm

About Versaterm

Versaterm is a global public safety solutions company helping agencies transform their organizations by
providing innovative solutions, expertise and an unwavering dedication to customer service. Formed in
1977, we are on a journey to build an ecosystem that will enhance community safety by creating
purposeful integrations across the public safety spectrum. We deliver intuitive tools developed for public
safety agencies, forensic labs, court systems, schools and other institutions. Our selective growth strategy
focuses on improving customer and user workflows for more efficient and effective operations, leading
to better service and more just outcomes. For more information, visit versaterm.com.
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