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LEIP: Demonstrating a ‘can-do’
success in info-sharing

Introduction

With the ever growing excitement around information sharing and the
various initiatives that have been spawned as a result, | thought that it was
time to provide a state-of-the-union update on the LEIP (Law Enforcement
Information Portal) which is now providing real information to the Canadian
Law Enforcement community.

The LEIP (Law Enforcement Information Portal), a Versaterm developed
product, was intended to be an operational information sharing tool to
connect disparate records management systems (RMS) together.
Throughout its design and implementation, the key concept of operational
information sharing has been paramount and is quite different from other
information sharing initiatives, such as:

o ‘“integrated justice” which might entail a full integrated justice solution
connecting the initial arrest, through prosecution and corrections;

e “analytical information sharing” where crime is analyzed for patterns,
for example, across jurisdictional boundaries; and

e ‘“incident command information sharing” where command and control
systems (e.g. CAD) are interconnected or information published to a
central system to manage resources in the event of a major incident

Each of these three sharing initiatives would typically require unique
solutions given that their needs are quite different — you can’t expect “one
size fits all”.

In contrast, LEIP is targeted for operational information sharing which
means, in our view, getting information “right to the street” so that frontline
officers and detectives have enough information to make a decision in real
time. To meet this need, LEIP encapsulates all involvements including
occurrences, street checks/field interviews, tickets and flag records for

all persons, businesses and vehicles, from all participating jurisdictions, so
they can be delivered in a digestible format to the officer. These pointers or
involvements contain enough information (description, role in the
involvement, case #, etc.), in a summary format, so the officer gets a better
picture of who he/she is dealing with. If more is required, the full report can
be pulled up (clicking the “hotlink”) and read right in the car through the
existing mobile software. All access is controlled and logged by the
contributing agency so even though information is shared, the owner of the
information still controls its release (electronically without manual
intervention). It would be nice to take credit for this as a revolutionary design
but one only has to look at how a search engine works (e.g. Yahoo, Google,
etc.) to see this concept in action (popup ads not withstanding).
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The following screen shot illustrates a response and mugshot as seen through the web browser interface — all data is
fictitious.
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Combined with information categories (so individual contributors can designate required security or roles to access the
information), the radius queries provide maximum flexibility for information delivery (and protection). This geographic or
radius query capability allows regions to be designated, even across provincial, state and national borders, therefore
providing true regional information sharing.

LEIP v.2 is a milestone in police operational information sharing — it exists to provide the information required so an officer
can make a decision. The BC LEIP server alone handles over 14,000 queries per day and has been credited in solving
crimes and making arrests that would not have occurred unless the officer had the information to make an informed
decision. As more agencies begin to connect to LEIP, the number of daily queries is expected to increase proportionally —
“why wouldn’t you want the information?” The same holds true for the LEIP in Ontario — it has already assisted in solving
crime and as more agencies around Toronto participate, more information barriers are being torn down.

The (Near) Future

LEIP v.3 is already on the drawing board and evolutionary development has begun. The current LEIP architecture allows
it to scale very easily by providing multiple regional servers. The next step is to expand on that approach by supporting a
full server farm approach (like Google) where multiple servers contain replicated data so a query is handled or distributed
across servers. This will allow LEIP to keep growing and scaling to handle the ever growing workload but, most
importantly, it allows the LEIP to grow in small and affordable increments by simply adding another server to handle more
workload — old servers, for example, can be deployed into the server farm (the current Ontario LEIP server is a retired
RMS server which is over 5 years old!). A server farm enables growth while minimizing costs — very expensive killer
servers are not required.

LEIP v.3 will use a proven open source database which will further reduce licensing costs which impacts both startup and
scalability costs — we want to remove any barriers to information sharing. The open source database choice is a natural
selection in today’s environment and deploying a database and server architecture modeled after such successes as
Google, Amazon.com and Sabre seems like a sound approach.

The new architecture will also support web services, an industry standard permitting 3" party RMS, mobile and other
applications to interface to LEIP using a proven standard. Web services are not magical, but they certainly facilitate
system interconnectivity while providing a level of insulation between the systems — it is application-to-application
communication vs. application-to-database communication so controls are maintained in the business logic of the system
and the interface remains manageable year after year. The first planned deployment of the web services will allow the
Toronto Police Service to connect their home-grown RMS to LEIP (supporting hot-links into their data and eventual
integrated queries). Given that TPS already publish data to LEIP through batch submissions of XML files, making their
data accessible to all, the hotlink will electronically deliver reports back to the requester and save the phone call to TPS!
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The architectural change that is currently underway is a simple migration and a demonstration of the agile development
methods used to build the system. All told, there is less than 4 person years of effort invested in building and deploying
LEIP! A remarkably small investment for the results delivered!

Next, the web service will soon allow other information systems to connect, including Peel Regional Police Service,
CELTS (Child Exploitation and Linkage Tracking System) and perhaps, in the future, the RCMP IQT or NIlI product as
those specs get hardened. Other agencies in Southern Ontario are already aboard or soon will be — the greater the
participation, the better it makes it for all! Further, planning for an Atlantic LEIP is underway which will then connect
Halifax, NS right through to Victoria, BC (coast-to-coast)! LEIP can be compared to a snowball rolling down a mountain
— the scope and size of LEIP has definitely outgrown the initial expectations.

Initial discussions have already taken place about deploying a LEIP solution in the Denver metropolitan area (initially to
connect Denver and Aurora PD’s) which will only strengthen the development direction — we have found that cross-
pollination of ideas across the Canada-US border has a tremendous advantage in product development and direction.

Conclusion

Information sharing continues to be a challenge — everybody has their own idea of how to do it and who should control it.
These challenges will be discussed at this year’s IACP (International Association of Chiefs of Police) conference held in
Los Angeles, CA, where a number of the founding members of the LEIP initiatives in Canada will be presenting the “can
do” approach and how the simple concept of “just doing” information sharing has helped them fight real crime. Why did
it succeed? Simply put, the success in information sharing was a community effort - not a patriarchal dictatorship.

What started as a proof of concept, has migrated to an “if you build it, they will come” solution. Is LEIP perfect?
Absolutely not! But the architecture, the experience and, most importantly, the cross-section of involvement from those
who use it day-to-day will continue to make it better — it will rapidly improve because the ideas come from those who
actually use it.
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